Medical devices have been targets of hacking for over a decade, and this cybersecurity issue has affected many types of medical devices. Lately, the potential for hacking of cardiac devices (pacemakers and defibrillators) claimed the attention of the media, patients, and health care providers. This is a burgeoning problem that our newly electronically connected world faces. In this paper from the Electrophysiology Section Council, we briefly discuss various aspects of this relatively new threat in light of recent incidents involving the potential for hacking of cardiac devices. We explore the possible risks for the patients and the effect of device reconfiguration in an attempt to thwart cybersecurity threats. We provide an outline of what can be done to improve cybersecurity from the standpoint of the manufacturer, government, professional societies, physician, and patient. (J Am Coll Cardiol 2018;71:1284-8)
to clarify issues that have recently arisen with respect to cybersecurity in cardiovascular implantable electronic devices (CIEDs).
CYBERSECURITY IN MEDICAL DEVICES
A global definition of cybersecurity includes "the safeguarding of computer networks and the information they contain from penetration and from malicious damage or disruption" (3). In the medical field, cybersecurity refers specifically to the integration of medical devices, computer networks, and arrhythmias via noninvasive programmed stimulation could be also be a potential risk. Sudden battery depletion remains a clinical concern in pacingdependent patients due to the inability to deliver therapies during clinical life-threatening arrhythmias ( Table 1) .
WHAT ARE THE EXISTING FEDERAL OR INTERNATIONAL GUIDELINES ON CYBERSECURITY FOR MEDICAL DEVICES?
This is a very complicated question, and the answer is 
HOW TO REDUCE THE RISK OF HACKING?
A secure system lifecycle approach begins at the conception of device development and continues through manufacture and post-implant monitoring.
Cybersecurity needs should also be addressed during both pre-and post-market product testing. This is an evolving area of medical care and legal regulation, which will continue to progress rapidly.
We should all stay tuned.
